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Abstract

In this work, we present several new generic second-prei mage attacks on hash functions. Our
first attack is based on the herding attack and applies to various Merkle—Damgard-based iterative
hash funetions. Compared to the previously known long-message second- preimage attacks, our
attack offers more flexibility in choosing the second-preimage message at the cost of a small
computational overhead. More coneretely, our attack allows the adversary to replace only a few
blocks in the original target message to obtain the second preimage. As aresult, our new attack is
applicable to construetions previously believed to be immune to such second-preimage attacks.
Among others, these include the dithered hash proposal of Rivest, Shoup’s UOWHF, and the ROX
constructions. In addition, we also suggest several time-memory-data tradeoff attack variants,
allowing for a faster online phase, and even finding second preimages for shorter messages. We
further extend our attack to sequences stronger than the ones suggested in Rivest’s proposal. To
this end we introduce the kite generator as a new tool to attack any dithering sequence over a
small alphabet. Additionally, we analyse the second-prei mage security of the basic tree hash
construction. Here we also propose several second-preimage attacks and their time- memory-data
tradeoft variants. Finally, we show how both our new and the previous second-preimage attacks
can be applied even more efficiently when multiple short messages, rather than a single long
target message, are available.

Keywords

Cryptanalysis Hash function Dithering sequence Second-preimage attack Herding
attack Kite Generator
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Peer review
Journal publishing timelines can vary depending on editor and reviewer

AT 17= Submission to publication
3 months — 12 months

Manuscript Editor assigns Revise

submitted reviewers manuscript
Editor elects Reviewers evaluate Article
rapid rejection OR accept, revise OR reject Publication!
peer review

SPRINGER NATURE



57

Peer review

Article Tracking — track the status of your article during production
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How do Editors deal with plagiarism? fgtEa0{at1EDZE

» Use plagiarism detection software b 2GEix 4t

« During submission &igidi2ch &b 22

« Ask authors for explanation Zsk{E& R

« Authors may be allowed to re-write &5
« Manuscript may be rejected 1E%5
 Editor may contact authors’ institution

*  IREFIR

- After publication &ZxE&IIIVZE

‘c‘o PE‘ nnnnnnnnnnnnnnnnnnnnnnnnnnnn | Hl

What to do if you suspect plagiarism
(@) Suspected plagiarism in a submitted manuscript

e
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- May publish retraction or correction EfsE{E1E
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Tip 1

*Read many papers ZiEVE

« Know the field
« Join a journal club

« Read outside of your area to develop broad scope — think about
quality of work

SEisE B S FIUELAYMNYSCER, HAEERNRE
 Be aware of reporting guidelines

EEARRE
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Tip 2

* Be objective about your work @ @

EVIFE CHIAR

....... Editors and reviewers will be ©
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Tip 3

JRIBTFTS

« Write in good English

« Complex language is not needed. Best science is where complex ideas
are expressed in a way that people not in that field can understand

AR AT EREB BRI TURRIAS AV

 Poorly written manuscripts get rejected — reviewers or editors lose

1 I

patience or can’ t ‘see’ the results or advance
RIAFPI N BB R—— R R ANRIER TN XA RAIER TR

« Use a professional copy-editing service
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The ABC of writing style

accurate brief clear
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Be accurate (ftfff)

*Tell your readers what they need to know

Original

Of the 16.9-fold genome coverage, the majority was from 454 sequencing
by synthesis of paired and unpaired reads, with the remaining coverage
from Sanger dye primer sequencing of paired reads.

Improved

Of the 16.9-fold genome coverage, 74% was from 454 sequencing by
synthesis of paired and unpaired reads. Sanger dye primer sequencing of
paired reads was used for the remaining 26% (Supplementary Table 1 and
Supplementary Note).
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Be brief (%)

*Keep to the point

*Avoid redundancy

Original

Based on these results, we hypothesized that vaccinated control individuals would
show similar cytokine profiles to those treated with compound X. To assess this
hypothesis, we compared the cytokine profiles of the vaccinated control individuals
with those of treated patients. We found a higherfrequency of...

Improved

Based on these results. we hypothesized that vaccinated control individuals would
show similar cytokine profiles to those treated with compound X. By contrast, we
found a higher frequency of ...
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Brevity (i&%g2)

Difficulty was experienced in obtaining the isolate in an
extremely purified state.

The isolate was difficult to purify completely.
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Be clear (i5Hih)

*Break up long sentences

*Put closely related ideas together
Original

Whereas chimpanzees are widespread across equatorial Africa, bonobos,
which have a relatively small and remote habitat, which also meant that
they were the last ape species to be described, live only south of the Congo
River (Fig. 1a) and are the rarest of all apes in captivity.

Improved
Whereas chimpanzees are widespread across equatorial Africa, bonobos
live only south of the Congo River (Fig. 1a). As a result of their relatively

small and remote habitat, bonobos were the last ape species to be
described and are the rarest of all apes in captivity.

JRE
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Be clear (;5Hh)

* Use simple words (but be specific)

X  We found that the technique that we utilized had a
relatively high accuracy in comparison with
absorption spectroscopy (fig. 2).

v’ Our technique was more accurate than absorption
spectroscopy (fig. 2).
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Too much information!

Difficult to pull the main claim of
the paper out from the jumble of
information provided. We need to
be able to glance at the figures and
understand them

The axes labels of this graph can’t
be understood without referring to
the text

Trend lines: add more information
to an already busy graphic
Reference to a previous graphic
(‘Vostock” and ‘GRIP’)
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Tip 4

Decide early on where to publish 1281 ERBIAHET

* This will help shape your study, based on the goals needed for publication in your target
journal. Will help define the form of study and advance required.

FXGHATIR N ERNEXFH TR, BRI EERR G mFIeUHETE.

* Look at journal’s aims and scopes page

(FER ST Z HAT P 2= e B X M EHIEE K

*Think about how you will structure your papers when you design your experimen
RIS AS R IR BB S LR

*\What controls and statistical tests are needed?

IREWREEXSREZE, (SERAIFMSLT A

*\What collaborators / co authors should you work with to complete study?
=ML EEE SIE A BEE I Z IR

*What is your aim with study? What are you trying to show / prove?
HREBNEHA? BERINSUERTA?

70
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Tip 5

Quality is everything lRERE—1/]

« Try to publish in as high a quality journal as you can.

RAjgeRFERERSHIEAT] L

« One great study is better than several lesser quality ones

—mERENNE>ZRATHEIUN—RYE

« Avoid trying to publish lots of research papers that provide small amounts of
new data from a single research project.

DR — B R D EINE TR X ERR
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Tip 6
Become a reviewer! EiEHENIND!

« Get used to how to critically assess science — it will help you to assess
your own study

TR A A AR RER . BRI TR G E CRYT(F
« Ask your supervisor if you can help with the next review they do
A S MBS R ESeh F—XIVER L
* You' Il become familiar with issues that reviewers raise as you see

other reports | P
ISR A ShESRETIS =1 ,\wc\‘\l;“' L 000 4 -
AR ANERIRS, REERALMEEZE And 100 feet.

5V




Tip 7
* Respond to reviewers and editors WfifEIE%&wEFHFRA

We thank the reviewers for their detalled and insightful evaluations of our submitted

[ ] Ensure you understand What reviewers and editors are rmanuscript. We address these point by point
asking for (if unsure make an informal query to the ——

The prima ry outcome measure & described as both 'proportion corrected severe

editor prior to Subm|tt|ng your response)_ anaemia in <23 hr' AND time to comection. One & a staightforward compa rison to fwo

proportions and the second a more complex time-de pendent function. Since sampling was
N —— =45 S ‘only’ 8 hourly , do we really gain much from wsing the more complex a nalyses ? Suggest

EE E -qu $ *Dﬁiﬂ?ﬁﬂj{‘l‘ﬁgj\ Z sepa rating out the two ways of describing this end point in the text and table 3.
In the protocol the primary outcome is “Correction of severe anaemia (to aHb > than 6g/dl)

¢ PrOVide d fu”, and ConCISe pOint_by_pOint response to at 24 hours”, before analysis was done, a decision was made to analyse this using time-to-

event methods because of the potential for a child to abscond from hospital before 24 hours

t h e reVi ewe rS a n d e d |t0 rS . and for missing Hb measurements at 24 hoursto lead to censored observations, The analysis
of time frorm randomisation also indicates when this correction most commonly ocourred.

1= e E/J :{7 N H—-* fin E/Jgi\ \FE. E We have amended the main text to make this clearer. Becsuse the dedsion was made on
]:IEQTU;EI:E& N Iﬁlg I T.l‘l:l: qa DQHH E N > lZ,r\h\_\l E this prim ary analysis method before starting the analysis, we do not think that this should be

changed now. (Note: Figure 3{a) presents the mean haemoglobin at 24 hours in children still

* If you disagree with an issue, provide a clear rationale ="
A relted Bsue b given that sampling Hb va lues was 8 hourly - how can figure 2

for your argument within the response. Back up with Have boen generated in which the robabilktyof Hb corection & described 262
continuous variable?

refe re n Ces W h e re pOSSI b | e : Although measurements were 8 hourly in the protocol there was some variation around this
in practice, Figure 2 does show ‘jumps’ clearly indicating the 8 hourly measurements but it

yl] %Xj‘i:F&STIEEHj E’_\] rlﬂ IEEE_\T.EEP-I‘S& , —;Flﬁ— i@gEPTIEE1;:|\:i$éE Hgi/b\iIE , E%t} also provides additional irrlorrnaiol? about when correction occurred as some jumps are
N larg er than others. The title and y axis label have been changed to clarify that this showsthe
Bﬁrﬁ%%yﬁk time to the first haemoglobin measurement >6g/dl.

Typos : methods Extra full stop 15t sentence in screened procedure and extra underscore

* Give clear indication where revisions in the MaNUSCIiPt  om pessinate magnph; -Fethemore, e criscace indicatiog sata bas -
have been made (traCked Changes’ highl'ghted etC)' We thank the reviewer for noting the grammatical errors in the revised manusoipt these

SRBERY SO T T 153 |

1. Provide comment on baseline differences particularly the greater proportion on
patients in T30 with sickle cell @ and ki d to T20;and
the greater proportion of patents with “prostration™ in the T20 group.




Tip 8

Learn to live with rejection! FifEHHER

« All scientific careers are faced with rejection
HHEREE MR ARRIVEZE ZEE

« Take reviewers advice and improve the study / manuscript
REER AN NHITIEN

« If you are invited to resubmit, do the revisions that the reviewers request.
Don’ t argue for the sake of it

MRBERIR, —EE2HRREFEFRANSNHEHTIENR, YZHITESFIC
« There are other journals
e EHEAT
- Try not to resent negative comments
AEGHAEBINATES
* You can appeal If there has been an error {1EREE4EEREILHIF
- If you have new data to support your findings FFEES AT
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Thank you

7 e

Kunpeng.Qiao@springernature.com

SPRINGER NATURE



